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Introduction

We are deeply grateful to Akriti Gaur, Wei Xing, Scott Worden,
Peter Pomerantsev, and Tsvetelina van Benthem for generously
sharing their expertise and guidance throughout the
development of this brief.

As governments worldwide turn the basic infrastructures of digital life into
extensions of state security, the architecture of repression is increasingly
fueled by data. Digital authoritarianism refers to the strategic use of digital tools
and infrastructures by governments to monitor populations, manipulate
information, and preempt or punish dissent often in the name of stability,
modernization, or counterterrorism. The language may feel familiar, but its
effects are distinctly modern- civic space shrinks, surveillance becomes
routine, and dissent is punishable. Because these infrastructures operate
beneath the surface of daily life- embedded in smartphones, authentication

systems, and platform defaults- their harms remain largely illegible to the public.

Digital surveillance evolves faster than citizens can perceive or contest it,
enabling states to normalize new forms of control before people recognize they
are being governed differently. From Palantir’s predictive policing to China’'s
Integrated Joint Operations Platform, today’s algorithmic governance systems
are templates for how systematic persecution will unfold in the decades ahead.

Digital authoritarianism arises from the conditions of being a state in the digital
age. It begins with the instinct to manage and secure, but thrives through
adaptation to the logic of digitization itself. As governments seek efficiency,
connectivity, and predictive capacity, they begin to mirror the very systems they
build, reducing citizens to datasets and governance to code. Crucially, this
evolution unfolds atop infrastructures first developed by private platforms for
commercial extraction. States increasingly inherit and repurpose these
systems, blurring the line between corporate surveillance and political control.
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https://www.thereckoningproject.com/team/members/peter-pomerantsev
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https://www.brookings.edu/wp-content/uploads/2019/08/fp_20190826_digital_authoritarianism_polyakova_meserole.pdf
https://theconversation.com/when-the-government-can-see-everything-how-one-company-palantir-is-mapping-the-nations-data-263178
https://xjdp.aspi.org.au/explainers/how-mass-surveillance-works-in-xinjiang/
https://xjdp.aspi.org.au/explainers/how-mass-surveillance-works-in-xinjiang/

Datafication

of the Citizen

Datafication refers to the transformation of human
activity into quantifiable information. Under the

Warning signs of this stage include: o . :
pretexts of modernization, efficiency, or national

 Mandatory participation in security, governments collect massive troves of
biometric or digital D systems. biometric, financial, and behavioral data, then
. retain and repurpose it for control.

o (paque data-sharing between

civilian and Security agencies_ India offers a cautionary example. Despite lacking a

o Int fi f orivat d oubli national data protection law, the government has
niegration ot private and public built vast identity systems that link welfare and tax

databases without consent services with security databases through Aadhaar,
the country’s centralized biometric ID

infrastructure. Iris scans, fingerprints, and facial

recognition are required to access essential

services.

The integration of these datasets across ministries creates near-total legibility of citizens’
movements and transactions. Although Aadhaar was initially introduced as a voluntary
system, it has become functionally mandatory in practice - a dynamic now seen globally.
Several countries, including Sri Lanka, Morocco, the Philippines, Guinea, Ethiopia, and the
Togolese Republic, have implemented similar systems, many of them built on the Modular
Open-Source Identity Platform (MOSIP) originally developed in India.

A similar coercive logic is evident in other democratic settings, where biometric systems
labeled as “voluntary” function as mandatory in practice, enforced through procedural or
social penalties. These systems rely on state-designed dark patterns in which opting out is
technically possible but practically punished through inconvenience or delay. When the state
is the party requesting consent, its power over mobility and essential services raises the
question of whether such consent can ever be meaningful. The United States’ “optional” TSA
facial-recognition program illustrates this idea: declining the scan means longer lines,
secondary screening, and an unspoken social stigma. These forms of procedural punishment
normalize surveillance through inconvenience, making monitoring feel like a requirement of
modern life.
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https://policyreview.info/concepts/datafication
https://www.hrw.org/news/2023/09/06/indias-digital-governance-model-fails-rights
https://www.firstpost.com/explainers/uk-keir-starmer-aadhaar-digital-id-india-13940915.html
https://chicagounbound.uchicago.edu/cgi/viewcontent.cgi?article=2234&context=public_law_and_legal_theory
https://scholarship.law.gwu.edu/cgi/viewcontent.cgi?article=2093&context=faculty_publications

Monitoring and
Movement Control

Once data infrastructures are in place,
surveillance expands from identification to
tracking. States justify this shift through
the rhetoric of public safety or
counterterrorism, embedding structures of
visibility into everyday life.

Systems like India’s CMS maintain continuous interception of
communications and location metadata. Initially framed as
counterterrorism infrastructure, they now surveil journalists,
activists, and scholars.

China’s governance of Uyghur mobility offers the most
advanced example of movement-based surveillance. In Xinjiang,
automated checkpoints, mandatory QR-coded IDs, and
integrated camera networks collectively record every aspect of
Uyghur movement- down to which doors they enter, which
roads they travel, and how frequently they leave home. These
signals feed into predictive systems such as the IJOP which
flags “abnormal” movement patterns for interrogation or
detention.

Warning signs of this stage include:
Automated checkpoints or movement-permission systems.
Algorithmic flagging of “unusual” mobility patterns for police intervention.
“Smart city” initiatives that depend on continuous data capture.
Partnerships between telecommunication firms and law enforcement justified as
modernization.
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https://www.weforum.org/stories/2018/06/cities-crime-data-agile-security-robert-muggah/#:~:text=Deterrence%20may%20involve%20the%20use,victims%20or%20to%20do%20damage.
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https://www.hrw.org/report/2019/05/01/chinas-algorithms-repression/reverse-engineering-xinjiang-police-mass

Information Control and Narrative Engineering

When data and surveillance converge, the next frontier of state control is narrative
management- the ability to dictate what citizens see, say, and believe.

India, again, offers a clear example of this practice. It conducts more internet
shutdowns than any other country, using localized blackouts to suppress protest or
unrest. In the Northeast, connectivity was cut during riots; in Kashmir, recurring
shutdowns severed access to information, livelihoods, and political organization.
Because such disconnections require no judicial review, they function as collective
punishment disquised as security.

Beyond shutdowns, India increasingly relies on legal and administrative pressure to
shape the information environment. “Soft law” mechanisms such as the [T Act and
Intermediary Guidelines compel platforms to remove flagged content within 36 hours or
face penalties. Anticipating liability, companies preemptively delete posts, generating
an ecosystem of self-censorship. During elections, ruling-party networks utilize
WhatsApp to spread coordinated disinformation, transforming private communication
into a vehicle of propaganda.

India’s approach reflects a wider global shift toward platform liability as a tool of
narrative management. Germany’'s NetzDG law- and the many global replicas it inspired
in Brazil, Turkey, and Indonesia- has normalized rapid takedown mandates as a default
model of information governance, embedding private platforms into state censorship
infrastructures.

In China, "Rumor Debunking” campaigns mimic independent fact-checking while
enforcing official narratives. Grassroots fact-checkers operate under tacit approval
until they cross invisible lines, at which point contributors face detention or digital
erasure.

Russia’s model fuses saturation and coercion. Mandatory state apps like Max push
curated news under the guise of civic services, while bot networks and Al-assisted
meme farms generate an overwhelming noise that blurs truth into irrelevance. The goal
is to silence dissent and disorient the information landscape entirely.

Warning signs of this stage can include:
e Synchronization of state and proxy media narratives.
e New laws criminalizing “fake news" or restricting encryption;
e Sudden platform blocks during political transitions.

MADE

Mass Atrocities in the Digital Era

MADE Brief Series, Vol. 1


https://restofworld.org/2024/india-internet-shutdown-record/
https://restofworld.org/2024/india-internet-shutdown-record/
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https://www.cjr.org/tow_center/india-whatsapp-analysis-election-security.php
https://law.yale.edu/mfia/case-disclosed/germanys-netzdg-and-threat-online-free-speech
https://justitia-int.org/the-digital-berlin-wall-act-2-how-the-german-prototype-for-online-censorship-went-global-2020-edition/
https://onlinelibrary.wiley.com/doi/abs/10.1002/9781119714491.ch8
https://ijnet.org/en/story/behind-scenes-chinas-first-independent-fact-checking-initiative
https://www.nytimes.com/2025/10/21/world/europe/russia-max-app.html
https://www.propublica.org/article/infamous-russian-troll-farm-appears-to-be-source-of-anti-ukraine-propaganda
https://www.propastop.org/en/2024/12/13/know-your-troll-russian-troll-farms-identity-mimicry-in-2024-and-how-to-spot-it/
https://www.propastop.org/en/2024/12/13/know-your-troll-russian-troll-farms-identity-mimicry-in-2024-and-how-to-spot-it/

Why This Control Matters

Digital authoritarianism transforms repression from a reactive
practice into a programmable capacity. Once states can
identify, classify, and trace populations at scale, the marginal
cost of taking action against citizens collapses. Surveillance
infrastructures- originally introduced for welfare delivery, urban
efficiency, or security- harden into mechanisms that make
entire societies legible. In polarized or fragile contexts, this
legibility allows states to sort populations, anticipate dissent,
and preemptively suppress perceived threats before they
materialize. The capacity for repression becomes embedded in
everyday bureaucratic systems rather than overt emergency
measures.

These structural shifts create clear pathways to mass harm.
East Turkistan (renamed Xinjiang by the CCP) demonstrates how
local unrest evolved into automated cultural erasure: predictive
policing tools, biometric checkpoints, and data-integration
platforms enabled the near-total monitoring and detention of
Uyghur communities. Similar patterns are emerging elsewhere.
Myanmar’s junta relies on Chinese-built surveillance networks;
Gulf monarchies deploy Israeli spyware to target activists; and
Russia exports its censorship norms to neighboring regimes. In
each case, early indicators appear not as violence but as data-
integration mandates, “public security” Al pilots, or sudden
restrictions on digital freedoms. These digital systems provide
the infrastructure for mass targeting, and must therefore be
treated as early warning signs of atrocity risk.
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https://www.aspi.org.au/report/cultural-erasure/
https://hklabourrights.org/news/leaked-files-reveal-chinas-role-in-aiding-myanmar-junta-surveillance/
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Recommendations

Digital authoritarianism expands what the

state is capable of in reach, precision, and

deniability

For atrocity-prevention practitioners, the challenge is identifying when ordinary digital
systems begin to evolve into infrastructures of harm.
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01 Mapinfrastructures of control:

For atrocity-prevention practitioners, the most important early
warning sign is the gradual hardening of administrative systems
that make visibility mandatory: Biometric ID programs, welfare-
linked authentication, SIM registration, and cross-ministry data
fusion are the infrastructures that enable group classification,
tracing, and targeting. Practitioners should map where digital
participation becomes functionally compulsory. These dynamics
indicate that a state is building the capacity to identify, sort, and
differentiate populations at scale, even before such capabilities
are mobilized for violence.

02 Monitor procurement and integration

trajectories:

Tracking how states contract companies for smart-city
technologies, cloud integration, telecom surveillance systems,
and Al-enabled “public safety” tools reveals the direction of
institutional power. These contracts illuminate how data systems
are being combined, how surveillance infrastructures are being
upgraded, and which corporate actors are being embedded
into governance itself. Such procurement often occurs under the
radar- governments increasingly acquire spyware and
interception tools from vendors like NSO Group, whose Pegasus
system has been deployed against journalists, dissidents, and
minority communities worldwide. Monitoring these dynamics,
leveraging tools like DAIR’s Surveillance Watch, allows
practitioners to anticipate the future architecture of state
control.
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https://www.bbc.com/news/technology-57881364
https://www.amnesty.org/en/latest/news/2023/12/india-damning-new-forensic-investigation-reveals-repeated-use-of-pegasus-spyware-to-target-high-profile-journalists/
https://www.surveillancewatch.io/entities
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03 Strengthen transparency and due diligence:

When states do not disclose how data is shared, which agencies
have access, how a|gorithms evaluate citizens, or what criteria
trigger monitoring, they create a narrative that surveillance is
just a bureaucratically process. When thinking about atrocity-
prevention, insisting on transparency is an essential step to
understand pipelines through which populations may later be
targeted. Transparency exposes the architecture of sorting and
risk-flagging before it becomes explicitly punitive.

04 Track digital-rights deterioration as a

measurable precursor to physical harm:

Digital authoritarianism produces quantifiable early-warning
indicators that often precede outbreaks of violence. Internet
shutdowns, criminalization of online speech, aggressive content
removal driven by liability rules, encryption rollbacks, and mass
biometric enrollment correlate with moments when states seek
to control narrative, restrict mobilization, or shrink civic space.
These patterns should be treated as signals of atrocity risk. In
contexts with sectarian tension, polarization, or existing
discrimination, sharp declines in digital freedom often reveal
where a state is preparing to potentially leverage their digital
capabilities for malicious behavior.

05 Establish accountability mechanisms for the

companies that supply repression:

Surveillance techno|ogies, data—integrction p|atforms, behavior-
scoring algorithms, and biometric systems are bought from
global vendors who may continue supplying states even as
atrocity risk escalates. For prevention practitioners, corporate
accountability should be a front-line tool. Mapping supply
chains, pressing for human-rights due diligence, and surfacing
the end-use of high-risk technologies can restrict states’ ability
to acquire the systems that make mass targeting feasible.

Recs. cont.
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About MADE

The Mass Atrocities in the Digital Era (MADE) initiative is a first-of-its-kind
program within Yale University’s Genocide Studies Program, created to examine
how digital technologies are transforming the landscape of mass violence and
protection. MADE studies how information systems shape the commission,
prevention, and accountability of atrocities, while cultivating a new generation of
scholars and practitioners equipped to navigate these challenges. The initiative’s
2025 programming tackles these issues through four core modules — digital
authoritarianism and extremism, platform dynamics and violence, militarization
of technology, and digital infrastructures and identity — each producing
practitioner-oriented primers that translate complex research into accessible,
action-focused tools for early detection, prevention, and accountability.
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